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Abstract

The integration of new or existing software components
into established architectures and the ability to deal with
heterogeneity are key requirements for middleware and
development frameworks for robotic systems. This pa-
per presents SPICA, a software development framework
for communication infrastructures of autonomous mobile
robots. Utilizing the model-driven software development
paradigm, communication and data flow can be defined
on an abstract level. For this purpose, domain-specific
languages and tools are provided that allow specification
and generation of module communication infrastructures
for communication between modules along with primitives
for data management. The high-level platform-independent
specifications are automatically transformed into low-level
platform and programming language-specific source code.
We illustrate the applicability of our approach with an elab-
orate example describing the design of a soccer robot archi-
tecture that has proven its strength during RoboCup 2006.
Our experiences have revealed that SPICA is advantageous
for prototyping as well as for building high performance
systems.

1. Introduction

Software systems for autonomous robots consist of dif-
ferent kinds of software components. Sensors enable the
robots to retrieve information from their environments. Ac-
tuators, in contrast, are used to interact with the environ-
ment. These components are normally located directly on
the robot. They resemble device drivers which need to
be tightly coupled with the software. In addition, robotic
systems typically comprise components for world model-
ing, self localization, behavior reasoning, or path planning,
which realize the artificial intelligence part of the system.
These components can be located directly on the robot or
realized as self-contained modules (processes) located on
remote systems as well.

Modularity has shown to be advantageous for large and
complex software systems and is a fundamental design prin-
ciple for distributed applications. However, this is not al-
ways only an abstract design objective. Often it is a neces-
sity implied by specific characteristics of modular robotic
systems. Image processing, for example, has to be imple-
mented mainly with efficiency in mind. This requires pro-
gramming languages which introduce minimal overhead in
computations like C or C++. For less computation-intensive
tasks or for programs that have to be implemented in a very
portable way, other languages like Java or C# may be prefer-
able. Different programming languages or even different
platforms normally imply using separate processes as well.
Finally, integration of third party modules is facilitated by a
modular architecture with clear and simple interfaces.

Nevertheless, modularity also involves complication to
some degree: Interaction between modules has to overcome
process boundaries. A very flexible and fast inter-process
communication (IPC) scheme is socket communication. It
allows a module to communicate with other modules on the
same or remote systems. Socket interfaces are available on
all common software platforms and thus facilitate portabil-
ity as well. Socket communication is message or stream-
based, so data exchanged between modules have to be seri-
alized before transmission and deserialized after reception.

In this paper we present SPICA, a development frame-
work for modular robot architectures, together with an elab-
orate real-life example. SPICA assists in integrating soft-
ware modules realized in different programming languages
and for different platforms in heterogeneous distributed en-
vironments. The focus of SPICA is on the specification
and generation of communication infrastructures needed
for module integration. We utilize the Model-Driven De-
velopment (MDD) [18] approach by providing appropriate
specification means and support for model transformation.
SPICA provides tools that are able to generate platform-
specific implementations in Java, C++, and C# from ab-
stract platform-independent models. Our template-based
approach enables easy integration of further programming
languages.
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A developer defines module communication interfaces
with data management capabilities as well as commu-
nication protocols tailored to mobile ad-hoc interaction
schemes. Message structures are specified in a platform-
independent manner similar to ASN.1. The developer mod-
els the architecture of the robotic system in terms of col-
laborating modules and directed communication channels.
Tests have revealed that the approach is suitable for proto-
typing as well as for building complex high performance
systems.

The remainder of the paper is organized as follows. In
the next section we discuss related work facing similar chal-
lenges or using similar techniques. Section 3 presents the
overall approach and introduces the tools provided in the
SPICA framework. Section 4 describes the specification
languages. An elaborate example in section 5 illustrates an
application of SPICA: The design of a software architecture
for autonomous soccer robots. The last section concludes
the paper, summarizes the main contributions, and points at
future work.

2. Related Work

The ability to incorporate new or existing components is
one of the key requirements for robotic systems. Integration
of new capabilities and the ability to deal with heterogeneity
is an important issue as well. Robotic systems have to be ca-
pable of controlling heterogeneous hardware and cope with
physical variability and architectural mismatches [13]. Sev-
eral approaches have been proposed in the last years which
try to provide suitable solutions. We will introduce some of
them shortly below.

The Mobile and Autonomous Robotics Integration Envi-
ronment (MARIE) [7] is a middleware framework for robots
that targets development of new and integration of exist-
ing software components. It comprises a middleware layer
to interconnect components. The main building block of
MARIE is the Mediator Interoperability Layer (MIL), a de-
sign pattern that offers a common interaction language for
components in the system. Application Adapters (AA) in-
terface applications with the MIL. So-called Communica-
tion Adapters (CA) are communication endpoints for com-
ponents with incompatible communication mechanisms and
protocols. MARIE itself is written in C++ for UNIX en-
vironments. Wrapper modules exist for some established
middleware and development frameworks. To integrate own
or third party components, however, new wrappers have to
be provided.

It is a very common approach to facilitate integration and
reusability of components through abstraction layers. Issues
like communication and decision making can so be sepa-
rated. CLARAty (Coupled Layer Architecture for Robotic
Autonomy) [23, 13] is a framework for robotic systems with

a focus on reusability and integration of existing algorithms
and components. It is a generic object-oriented framework
that decomposes the software architecture into a decision
and an execution layer. Realizations of functional require-
ments can be integrated into the decision layer, while the
execution layer is not affected.

Miro (Middleware for Robots) [22] also features a lay-
ered software design based on the ACE/TAO CORBA
framework [16]. The device layer features hardware ab-
straction and takes care of the operating system integration.
The communication layer offers services required in dis-
tributed systems. The Service Layer provides abstractions
for sensors and actuators by decoupling the device inter-
faces from the driver implementations.

Microsoft Robotic Studio [10] is a development environ-
ment for robots featuring a runtime environment supporting
different robot platforms and a simulation environment. It
builds on WebService infrastructures.

CoSMIC (Component Synthesis using Model-Integrated
Computing) [8, 3] follows the paradigm of MDD. It is a col-
lection of domain-specific modeling languages and genera-
tive tools supporting development, configuration, deploy-
ment, and validation of distributed component-based real-
time systems. Applications created with CoSMIC are based
on the ACE/TAO CORBA framework. The implementa-
tion language is C++ other languages are not directly ad-
dressed but CORBA-enabled components can be integrated
natively.

The OROCOS (Open Robot Control Software) [4,
5] project provides a general-purpose, real-time-oriented,
modular framework for robot control. Templates help new
users to create applications without in-depth knowledge of
OROCOS. Components can be interfaced in different ways:
callbacks are one way to handle events. OROCOS is freely
available and written in C++.

The architectures and development environments for
robotic systems analyzed here try to foster generic inter-
action between modules. Most are based on CORBA or
SOAP. Examples are Miro, CoSMIC, OROCOS, and Mi-
crosoft Robotics Studio. These implementations are heavy-
weight and introduce additional complexity which is a great
disadvantage in applications where communication speed
is vital. Our approach thus focuses on a simple, lean,
and fast communication infrastructure with domain-specific
customizable protocols tailored to ad-hoc group communi-
cation.

Most middleware architectures or frameworks are con-
crete implementations in specific languages for specific
platforms. They lack the important ability to mediate
between processes written in different programming lan-
guages and running on different platforms. SPICA not only
meets this requirement, its flexible template system can fur-
thermore easily be adapted to new target languages.



3. The SPICA Approach

A central goal of the MDD approach is to separate the
design and architecture from concrete realizations. The de-
veloper should be able to design the application at an ab-
stract level and not be confronted with platform-specific
implementation details. The conceptual design realizing
the functional requirements is specified in the Platform-
Independent Model (PIM). It is then transformed to one or
more Platform-Specific Models (PSM) which provide the
base for the actual implementation.

In SPICA, the developer focuses on the overall architec-
ture of the robotic system in terms of modules and commu-
nication channels between them. Here, the platform inde-
pendent model is called Abstract Architecture Specification
(AAS). The transformation process from the AAS to the fi-
nally resulting source code in one or multiple programming
languages is outlined in Figure 1.
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Figure 1. General development approach

The main AAS modeling entities are modules, mes-
sages, and protocols. Modules represent the building
blocks of the architecture. Messages are data structures ex-
changed between the modules, while protocols are descrip-
tions of the transmission behavior.

The AAS is defined using three domain-specific mod-
eling languages: the Data Flow Description Language
(DFDL), Message Description Language (MDL), and Pro-
tocol Description Language (PDL). They are tailored to the
different aspects of the architecture and will be introduced
in section 4. These three languages are used in order to
clearly separate the orthogonal concerns of data flow, mes-
sage structure and protocol state transitions.

The AAS can be considered as the overall system model,
which represents the layout of the target software architec-

ture. At the moment, it is prepared in a text format but we
are currently working on a graphical composer incorporat-
ing UML 2.0 [14].

The AAS Transformator (AASTra) is the central part of
SPICA. It performs integrity checks and model transfor-
mations from the AAS down to the concrete implementa-
tion. The AAS Intermediate Representation (AIR), gener-
ated from the AAS model, forms a data pool for the final
code transformation step and represents the PSM. AIR is
a tree representation of the AAS. It is directly transformed
to source code using language-specific templates. For this
purpose, AASTra incorporates StringTemplate [20], a pow-
erful template engine. The AAS specification is parsed and
interpreted with the help of ANTLR [1], an advanced parser
generator.

The results of the model transformation are module
skeletons providing implementations of messages, proto-
cols, and communication interfaces along with data man-
agement capabilities. After the code generation process, a
basic realization of the robotic system is available which
provides modules capable of communicating and handling
data in the specified way.

4. AAS Languages

AAS represents the PIM layer in SPICA. Three different
domain-specific languages cover the basic requirements for
inter-module communication in autonomous robot systems.
These languages are introduced below.

4.1. Data Flow Description Language

In robotic systems the drivers for sensors and actors may
be realized in independent modules. Other functional en-
tities may as well be realized in such a way. Here, modu-
larity often implies a directed data flow from source to sink
modules or from sensors to data pools. Therefore, we con-
sider communication channels being unidirectional. They
are sufficient for the scenario described above and may eas-
ily be extended to bidirectional channels.

Managing incoming and outgoing data is another task
that modules have to deal with. They have to deliver real-
time characteristics without caching messages or integrate
data over time, for instance. Real-time capabilities are es-
pecially important for message forwarding where each hop
introduces latencies and processing overhead. Our experi-
ences have shown that only a small set of basic data man-
agement primitives is required to cover issues as sketched
above.

The Data Flow Definition Language (DFDL) comprises
three main conceptual entities: Modules, unidirectional
connections and, data management primitives as men-
tioned above. These entities are outlined below.



4.2. Module Model

A module consists of the name, target language, target
platform, and the module type. The module type indicates
where the module will be executed, locally or remote. It
actually specifies how connections are handled with regard
to the implementation, e.g. to optimize communication
schemes if only system-local communication is required.
The general structure of a module specification is shown
below in figure 2. It also provides an overview of the con-
nection model described next.

4.2.1 Connection Model

Connections are unidirectional communication channels es-
tablished between exactly two module types. This simpli-
fies the specification of the data management behavior since
sender and receiver are clearly distinguished.

A connection specification consists of a start point
(Source) and an end point (Destination), i.e. the names of
the modules that should be connected. For each connection
a transport protocol (T−Protocol) must be specified. This
is a socket-level protocol natively supported by the under-
lying system. Our model currently supports UDP in dif-
ferent occurrences (unicast, broadcast, and multicast), TCP,
and UNIX domain sockets. Optionally, a custom protocol
(C−Protocol) can be specified. C−Protocols are specified us-
ing the Protocol Definition Language (PDL) introduced be-
low.

For data management three basic types of data manage-
ment schemes are introduced. Callbacks implement a kind
of pass-through semantic, which is required for real-time
message processing, for instance. Ringbuffers provide a
fixed buffer size. Old messages are overwritten if the buffer
is full. Finally, queues implement a variable-sized message
buffer for reliable message handling. These basic schemes
exhibit special characteristics for senders and receivers, de-
pending on their needs.

The data management is not only responsible for data
caching and relaying but also handles asynchrony. Asyn-
chronous event handling is challenging since it may lead to
race conditions. In order to prevent this, the data manage-
ment synchronizes events. This has some impact on real-
time processing but is negligible compared to transmission
latency.

The logical GROUP module acts as a hub for mes-
sages communicated between different instances of a Sys-
tem Model. It furthermore facilitates communication with
third party modules. Multiple GROUP modules can be used
by a System Model, each of which constitutes a confined
hub. If possible, a message of a given type is exclusively
forwarded to systems that accept it. If no such system is
available the message is dropped.
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Figure 2. Module and connection models

The concept of a logical GROUP module indicates a
transition between two or more instances of the System
Model. It avoids ambivalences when different instances of
one module communicate with each other.

4.2.2 Protocol Description Language

Ad-hoc networking often implies limitations in bandwidth,
reliability, or quality. This is especially true for mobile
robot scenarios with ad-hoc characteristics which render
many established protocols unusable. Furthermore secu-
rity implications are omnipresent. For mobile robots that
communicate, message replay can affect the behavior rather
seriously, for example. Thus, protocols tailored to the envi-
ronment and aware of these limitations are eligible.

Over the last years we have analyzed the situation of
communication between mobile robots [2] in RoboCup
tournaments. The Transmission Control Protocol (TCP),
for example, is accepted and wide spread. Nevertheless,
it was created for networks with low error rates and is thus
not suited well here. Solutions for unreliable ad-hoc net-
works are available but the precise needs of reactive, au-
tonomous, mobile systems, like real time behavior, reliable
transmission, and resistance against attacks, are often not
met. Different technologies have to be incorporated into a
protocol specifically tailored to a given scenario that meets
the requirements outlined above.

In general, protocols cannot be specified using static
schemes. The activity strongly depends on the previous and
the current states. They are, thus, commonly specified using
Finite State Machines (FSM). This is where our approach
takes up.

The Protocol Definition Language (PDL) supports mod-
eling of protocols using an Extended Finite State Machine
(EFSM). The protocol model consists of states which can
be switched using transitions and shared context informa-
tion. This is required to keep track of message identifiers
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or state information, for example. Each state represents one
functional part of the protocol and defines actions to be per-
formed on the messages. For the specification of actions
we have defined a domain-specific language. It incorpo-
rates principles found in logical programming or network
packet filtering which simplify specification substantially.
The grammar is given in EBNF [9] in listing 1.

Name : : = [ a−zA−z ] [ a−zA−Z0−9]∗
Value : : = ? va r iab le , func t i on , string , e tc?
S t r i n g : : = ’ ” ’ [ ˆ ” ] ∗ ’ ” ’
S ta teAc t ion : : = ( Rule ” ; ” ) ∗
Rule : : = Command (

[ ” , ” | ” | ” ] ( Command | ” ( ” Rule ” ) ” )
)∗

Command = CheckType | Trans | Assign |
Error | Ca l l

CheckType : : = Name ” is ” Name
Trans : : = ”−>” Name
Assign : : = Name ”= ” Value
Ca l l : : = ( ” send ” | ” receive ” |

” re t r ieve ” | ” return ” ) Value
Error : : = ” Error ( ” S t r i n g ” ) ”

Listing 1. PDL language grammar

The state action is made up of one or more rules, each
rule consists of several statements. Statements are logically
connected. Once a statement fails, all preceding AND con-
nected statements are rolled back. This is known as back-
tracking. If one or more OR operations are available, they
are executed one by one in the same manner. A colon rep-
resents an AND connection, the pipe character an OR con-
nection. A semi-colon marks the end of a rule. Since each
statement implicitly acts as a conditional no designated con-
ditional statements are available.

Figure 3 outlines the modeling approach. A translation
into SDL or Message Sequence Charts (MSC) is possible.

4.2.3 Message Description Language

Messages that are exchanged in distributed and heteroge-
neous software environments must be interpreted consis-
tently on each platform and in every programming lan-

guage. The Message Description Language (MDL) we in-
troduce in this section allows specifying such messages.
The criteria for the design of MDL and its requirements are
mainly based on the following observations.

• Transmission bandwidth and quality are limited in mo-
bile robot scenarios, thus an optimization in message
size is desirable.

• A common data structure layout is required for dif-
ferent target platforms. The Abstract Syntax Notation
One (ASN.1) [21] follows the same approach.

• To retain backward compatibility with modified mes-
sage structures, some version management is highly
desirable.

The MDL partially follows the well-known concept rep-
resented by Interface Definition Languages (IDL). IDL di-
alects are commonly used by middleware architecture such
as CORBA or DCOM [19] to describe remote interfaces.

MDL differs from ASN.1 and IDL in two points. It
allows customizing the automatic code generation process
and supports generation of message implementations that
are version aware. The encoding scheme used by the mes-
sage implementations can be customized or replaced

An MDL specification basically contains structure defi-
nitions that represent the layout of messages. These struc-
tures may contain other structures; namespaces are used for
logical separation. The generic structure of MDL is shown
in listing 2. The grammar is again specified using EBNF.

Name : : = [ a−zA−z ] [ a−zA−Z0−9]∗
S t r i n g : : = ’ ” ’ [ ˆ ” ] ∗ ’ ” ’
Mod i f i e r : : = ’ ident ’ | ’ f i e ld ’
TagName : : = Name
TypeName : : = Name
TagAssign : : = TagName ’= ’ S t r i n g
Namespace : : = ’namespace ’ Name

’{ ’ [ Namespace | S t r u c t ] ’} ’
S t r u c t : : = ’ struct ’ Name

( ’ extends ’ Name )?
( ’ [ ’ TagAssign ( ” , ” TagAssign )∗ ’ ] ’ )?
”{ ” F i e l d + ”} ”

F i e l d : : = Mod i f i e r TypeName Name
( ’ [ ’ TagName ’ ] ’ )? ” ; ”

Listing 2. MDL grammar

Structures are containers for the message fields, each of
which is either a primitive type or another structure, i.e. a
composite type. Each field can be attributed either to the
message header or to the message body. For this they have
to be marked with the ident or field modifiers. Single inheri-
tance of message structures is supported; derived structures
contain all fields of the parent.



Versioning of structures is explicitly supported in MDL.
Each version may contain new fields or change the align-
ment of fields, but only the body of a structure may be mod-
ified. The header must be left untouched.

Other characteristics of MDL are tags and explicitly
typed fields. Tags are assigned to message fields. Each
tagged field is then directly accessible in the code gener-
ation template. Furthermore, tagged fields can be assigned
default values. For explicitly typed fields, the identifier of
the type is encoded along with the value. This is useful for
lists of similar structures which have to be encoded. Only
composite types can be encoded explicitly since primitives
do not have unique identifiers. This is one noticeable dif-
ference to ASN.1. An example of an MDL specification is
shown in section 5.

5 Example

In this section, we will present an elaborate example that
demonstrates the power of the SPICA framework. We have
developed a software architecture for a team of autonomous
soccer robots [6] that participated in the RoboCup [15]
World Championships 2006 that took place in Bremen, Ger-
many.

RoboCup is an international joint project attempting to
foster research in robotics, artificial intelligence, and re-
lated fields. Soccer is a well understood highly dynamic
game where a wide range of technologies can be integrated
and examined. The robots are completely autonomous, i.e.
have all the necessary sensors and control devices on board
and must navigate autonomously without external contact.
Figure 4 shows two of our robots fighting against one oppo-
nent.

Figure 4. The Carpe Noctem robots fighting
against the robot of another team.

Our participation was a joint effort of two universities
that formed a mixed team: the University of Kassel and
the University of Ulm, both from Germany. Such teams al-
ways face the challenge to support communication between

two or more different hardware and software platforms. In
our case, we had to establish communication with a robot
software system based on Miro [22] Even modules within
our own architecture are implemented in different program-
ming languages because of task-specific needs. The image
processing module, for example, must deliver high perfor-
mance and is thus implemented in C++.

The required communication infrastructure of the robot
software architecture was developed using SPICA. As
SPICA has evolved since the World Championships, we
will describe the architecture using the techniques we in-
troduced above.

5.1. Architecture Design

For the design of our robotic system we follow a top-
down approach. We start with the definition of the overall
architecture by identifying its constituting modules and the
data flow between them. The necessary message structures
and custom protocols are specified thereafter. Figure 5 out-
lines the architecture layout.

5.1.1 Modules

The architecture mainly consists of six modules and a logi-
cal GROUP module. The function of these modules is out-
lined below.

The Vision module is responsible for image processing
with focus on feature detection. Since an omni-directional
camera is the main sensor of a robot the Vision constitutes the
first and most important sensor module. World modeling,
object tracking, behavior reasoning, and role assignment
capabilities are concentrated in the Base. The Motion mod-
ule interfaces the motor controller and provides odometry
feedback. For communication with teammates and modules
located on remote systems we introduce the Communication
module. The Control Client /Viewer serves visualization and
remote control purposes. The Joystick module offers a joy-
stick interface for debugging and testing. The GROUP
module also facilitates the communication between team-
mates.

Vision, Base, Motion, and Communication modules are lo-
cated on the robot, Control Client /Viewer and Joystick can be
executed on arbitrary systems. For performance reasons
the Vision is implemented in C++. Java is chosen for the
Control Client /Viewer because it is well suited for graphical
client programs. All the remaining modules are imple-
mented in C#. Since our robots are Linux-powered, we stick
to the Mono .NET framework [12].

module Vis ion {
Type = l o c a l ;
TargetLanguage = C++;
TargetPlatform = Linux ;

}
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Figure 5. Data flow within the robotic software architecture.

module Contro lViewer {
Type = remote ;
TargetLanguage = Java ;
TargetPlatform = Win32 ;

}
The module definition for the Vision points out that

it is executed on the robot and written in C++. The
Control Client /Viewer may be run remotely and is written in
Java for Win32. The platform is important here, because it
could be possible that JNI be required.
connection Vision Base{

Source = Vis ion ;
Destination = Base ;
T−Protocol = UDP { Por t = 11001; }
C−Protocol = None ;
Messages = {

( BallMessage : Event−>Ringbu f fe r ( 1 0 ) ) ,
( GoalMessage : Event−>Ringbu f fe r ( 2 0 ) ) ,
( ObstacleMessage : Event−>Ringbu f fe r ( 1 0 ) ) ,
( LinePointMessage : Event−>Ringbu f fe r ( 1 ) )

}
}

The Vision and the Base modules communicate via UDP
without a custom protocol. All messages are sent immedi-
ately using the event-based data management scheme and
stored in a non-blocking ring buffer. This is used by the
Base to integrate data over time. Size 20 indicates a longer
integration time, i.e. 20 messages. Size 1 indicates that only
the most current data are relevant.
connection Communication Group {

Source = Communication ;
Destination = GROUP;
T−Protocol = UDP/MCAST { Por t = 11101; }
C−Protocol = AuthAndCompress ;
Messages = {

( SharedBel ie f : Event−>Ringbu f fe r ( 1 0 ) )
}

}

The outgoing connection of the Communication mod-
ule shows the application of the logical GROUP mod-
ule. Communication emits only SharedBelief messages using
UDP/Multicast as the transport protocol. It is not aware of
the destination. The GROUP module indicates a transition
between system instances. Both, SPICA modules and un-
known third-party modules are potential receivers which is
mandatory for communication in a mixed team. Further-
more, the number of receiving modules is not limited.

This channel uses the AuthAndCompress protocol which is
introduced later. SharedBelief messages are sent immediately
and inserted into a ring buffer on the receiver side. This is,
however, only guaranteed for SPICA modules.

connection Communicat ion ControlViewer {
Source = Communication ;
Destination = Contro lViewer ;
T−Protocol = UDP { Por t = 11008; }
C−Protocol = None ;
Messages = {

( SharedBel ie f : Event−>Event ) ,
( Status : Synchronized(1)−>Event ) ,
( Status : Event−>Event )

}
}

There is a second channel originating from the
Communication module. This time it ends at the
Control Client /Viewer. They exchange two types of messages
via UDP, SharedBelief and Status messages. All messages are
received asynchronously. The Status message is sent once
every second (Synchronized(1)−>Event) and it can be polled
(Event−>Event).



5.1.2 Data Structures

The specification of some messages shown in the data-flow
models are given below. We will start with the most generic
message from which all subsequent messages are derived.

struct BaseMessage [ Type=0] {
ident endianess ;
ident i n t 8 type [ Type ] ;

}
BaseMessage merely contains only two fields: a field that

describes the endian encoding of the fields and a field that
identifies the message’s type. All other messages are de-
rived from BaseMessage. The BaseMessage is assigned type
id 0.

struct BallMessage
extends BaseMessage [ Type=10]

{
f i e l d double x ;
f i e l d double y ;
f i e l d double c e r t a i n t y ;

}
A BallMessage is sent from the Vision to the Base module

in the data flow specification above. It contains the com-
puted coordinates of a ball. A certainty value indicates the
probability of the detected object being the ball.

struct SharedBel ie f
extends BaseMessage [ Type=15]

{
f i e l d BallMessage b a l l ;
f i e l d GoalMessage goal ;
f i e l d OpponentsMessage opponents ;
f i e l d ( BaseMessage ) [ ] addObservations ;

}
For information exchange with other team members,

SharedBelief messages are multicast by the Communication
module. SharedBelief is a container holding several other
messages. This avoids jamming the network caused by a
great number of small packets. By default a BallMessage, a
GoalMessage, and an OpponentsMessage are included. An ar-
bitrary number of messages derived from BaseMessage can
be attached for additional observations.

5.1.3 Protocol Definition

In order to guarantee that messages are only exchanged be-
tween teammates and to minimize network traffic we used
the custom protocol AuthAndCompress already mentioned in
the data flow model. The PDL specification below describes
the protocol. It first authenticates then compresses outgoing
and decompresses then verifies incoming messages.

The PDL specification is made up of the shared context
information, transition handlers, and states. The shared con-
text block contains a message and an address variable as
well as two variables holding public key and one holding
private key data for message authentication. These variables
are accessible in all states.

protocol AuthAndCompress {
t rans i t ion on send outgoing ;
t rans i t ion on receive incoming ;
context {

Message Msg ;
Address Remote ;
Message TMsg ;
Address TRemote ;
Publ icKey pk ;
Publ icKey mypk ;
SecretKey mysk ;

}
incoming {

receive [ Msg , Remote ] |
Error ( ” Error r e c e i v i n g message ! ” ) ;
−> handle incoming ;

}
outgoing {

re t r ieve [ Msg , Remote ] ,
(

AuthH ah ,
mysk != n u l l ,

ah . s ig = auth ( Msg , mysk ) ,
ah . payload = Msg ,
(

CompH ch ,
ch . payload = compress ( ah ) |
Error ( ” Unable to compress ! ” ) ;

) |
Error ( ” Unable to au then t i ca te ! ” ) ;

) ;
send [ ch , Remote ] ;

}
handle incoming {

Msg is AuthReqPK ,
−> handle pk req |

Msg is CompH, (
Msg = decompress ( Msg . payload ) |
Error ( ” Unable to decompress ” )

) ,
−> h a n d l e v e r i f y |
Error ( ” I n v a l i d message ” ) ;

}
h a n d l e v e r i f y {

Msg is AuthH |
Error ( ” I n v a l i d message ” ) ;
pk != n u l l |

−> handle get pk ;
v e r i f y ( Msg . payload ) |
Error ( ” Unable to v e r i f y ! ” ) ;
return [ Msg , Remote ] ;

}
handle get pk {

AuthReqPKH apk ,
send [ apk , Remote ] ,
receive [ TMsg , TRemote ] t imeout 3000 |
Error ( ” Unable to receive Pub l i c Key ” ) ;
TMsg is AuthSendPK ,
pk = TMsg . pk ,

−> h a n d l e v e r i f y ;
}
handle pk req {

AuthSendPKH apk ,
apk . pk = mypk ,
send [ apk , Remote ] ;

}
}



Below the shared context two transition handlers are de-
fined. The first activates the outgoing state if a send tran-
sitions is received. The second activates the incoming state
if a receive transition is received. They mimic the behav-
ior of send and receive functions. The remaining defini-
tions model states of the EFSM. They are described below
shortly.

incoming The incoming state first tries to receive a mes-
sage blocking infinitely long. If a message is received,
a transition to handle incoming is initiated.

outgoing The shared state variables Msg and Remote are
first initialized using the retrieve call. Afterwards, an
authentication header AuthH is created to which the sig-
nature of the message along with the message itself is
attached. Finally, a compression header CompH is cre-
ated with the compressed AuthH header attached. Au-
thentication fails if no secret key is available.

handle incoming If an AuthReqPK message is received, a
transition to handle pk req is initiated. This message
represents an inquiry from a remote system for the
public key.

If a CompH message is received, the payload is decom-
pressed and a transition to handle verify is triggered. An
error is returned in case of some other message.

handle verify If an AuthH message is received and a public
key is available, message verification is performed. If
no error occurred, the message is returned to the sys-
tem.

An error is returned if some other message was re-
ceived. If no public key is available, a transition to
handle get pk is triggered in order to retrieve the public
key from the sender.

handle get pk This state is responsible for requesting the
public key from a remote system. In order to do that
a new AuthReqPKH message is sent. The protocol then
waits for an answer for three seconds. If no answer is
received, an error is returned. Otherwise, the public
key is stored in the shared context.

handle pk req To serve a public key request, an
AuthSendPKH message with the public key attached is
sent to the requesting system.

Two default transitions are handled by this protocol, send
and receive. Please note that if no public key is available, it
is requested from the sender of the message. In this stage the
protocol will block and no other messages may be in transi-
tion during that time. This approach is very basic and very
insecure. A complete specification would, however, go be-
yond this paper’s scope. The specification of the MDL mes-
sages AuthReqPK, AuthSendPK, AuthH, and CompH is omitted.

6. Conclusions and Future Work

In this paper we presented the model-driven develop-
ment framework SPICA. It is developed for building mod-
ular software architectures for autonomous robots. We pro-
posed abstract modeling languages addressing three differ-
ent domains. The Data Flow Description Language (DFDL)
is capable of specifying modules and connections between
modules. The Protocol Description Language (PDL) pro-
vides constructs for modeling domain-specific protocols.
Finally, the Message Description Language (MDL) is a
modeling language for message structures. The specifica-
tions are mapped to concrete implementations and trans-
lated to efficient and lean source code. For this purpose we
introduced AASTra, a generic translation tool for model-
driven development.

Established frameworks or middleware systems for mo-
bile robots are mostly limited to one programming language
or platform. The model-driven development paradigm fol-
lowed by SPICA proved to be very powerful; communica-
tion interfaces, module skeletons, and messages structures
can be generated automatically. Reoccurring code patterns
can be integrated in a modular fashion. The efficiency of the
architecture is improved by generating lean native imple-
mentations. We developed a modular software architecture
for autonomous soccer robots using SPICA.

In order to improve and enhance SPICA, we will investi-
gate the requirements of the DFDL and PDL with regard to
new communication schemes. Besides, more flexible prim-
itives for data management are planned. The PDL will be
extended and generalized to support a wider range of pro-
tocols. The most important extension to PDL will be mod-
eling support for cryptographic protocols. For this purpose,
we have evaluated several languages for cryptographic pro-
tocol design such as e.g. CAPSL (Common Authentica-
tion Protocol Specification Language), MuCAPSL (Multi-
cast CAPSL) [11], and LaCodA (Language for Source Code
Generation and Analysis) [17]. We will investigate which of
the concepts introduced by these languages can be incorpo-
rated in the PDL.

Graphical modeling tools for the languages and for the
AASTra target template library are currently being devel-
oped, adding UML 2.0 support. We will conduct further
research mainly in the model-driven development of robot
software architectures. The main focus regarding commu-
nication will be on interoperability and security. Research
will be conducted in modeling functional aspects of robot
architectures as well. This includes fundamentals in data
handling, sensor data fusion, and behavioral control.
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